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2 Privacy

Objectives

Ater completing this chapter, the student should be able to:

• Understand how privacy is threatened by technology;

• Describe the key sources of privacy law;

• Understand the elements of the four main privacy torts; and

• Describe the major federal laws in the United States that afect personal privacy.

“Wherever the real power in a Government lies, there is the danger of oppression. In our Governments, the real 

power lies in the majority of the Community, and the invasion of private rights is chiely to be apprehended, not from 

the acts of Government contrary to the sense of its constituents, but from acts in which the Government is the mere 

instrument of the major number of the constituents.”

James Madison, Letters and Other Writings of James Madison Volume 3

2.1 Introduction

Privacy is oten deined as the “right to be let alone.”20 From a legal perspective, the right to privacy 

involves control over one’s personal information, such as name, address, birthdate, health data, assets, 

and certain types of privileged communications.21

In he Right to Privacy,22 authors Ellen Alderman and Caroline Kennedy noted “the word ‘privacy’ 

does not appear in the United States Constitution. Yet ask anyone and they will tell you they have a 

fundamental right to privacy. hey will also tell you that privacy is under siege.”23 

hat siege is most evident with the Internet, as it presents one of the greatest threats to personal 

information and privacy. 

2.2 Threats to Privacy

hreats and challenges to privacy existed before the Internet, even when paper was the standard medium 

for saving personal and business information. However, as technology and the Internet have developed, 

personal information is saved on all types of devices including computers, cell phones, tablets, and even 

activity bands such as Jawbone® and Fitbit®. 

Two main areas threaten a person’s privacy. he irst involves other people. he second threat is from the 

government (both state and federal). In the United States, governmental privacy issues are concentrated 

at the federal level.
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Figure 2-1 Used with permission

2.3 Sources of Privacy Law

US privacy law is based on ive speciic areas: 1) the U.S. Constitution and Amendments, 2) state 

constitutions, 3) common law torts, 4) federal and state statutes, and 5) administrative agency rules 

and actions. 

2.4 U.S. Constitution and Amendments

he right to privacy is not expressly stated in the US Constitution or its Amendments; however, the right 

to privacy has been recognized by American courts24 as a derived or implied right. A derived right is 

one inferred through Constitutional language. 

he U.S. Supreme Court has stated the right of privacy is a derived right through three Amendments: 

the Fourth, Fith and the Ninth. hese three Amendments protect individuals against an invasion of 

privacy by the federal government. his protection does not extend to personal privacy disputes. 
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Fourth Amendment Fifth Amendment Ninth Amendment

“The right of the people to be 

secure in their persons, houses, 

papers, and efects, against 

unreasonable searches and 

seizures, shall not be violated, and 

no Warrants shall issue, but upon 

probable cause, supported by Oath 

or airmation, and particularly 

describing the place to be 

searched, and the persons or things 

to be seized.”

“No person shall be held to answer for a 

capital, or otherwise infamous crime, unless 

on a presentment or indictment of a grand 

jury, except in cases arising in the land or 

naval forces, or in the militia, when in actual 

service in time of war or public danger; nor 

shall any person be subject for the same 

ofense to be twice put in jeopardy of life or 

limb; nor shall be compelled in any criminal 

case to be a witness against himself, nor 

be deprived of life, liberty, or property, 

without due process of law; nor shall private 

property be taken for public use, without just 

compensation.”

“The enumeration in the 

Constitution, of certain 

rights, shall not be construed 

to deny or disparage others 

retained by the people.”

Figure 2-2 

he Fourth Amendment guarantees that individuals will not be subject to unreasonable searches and 

seizures by the federal government. he key language involving privacy in this Amendment is “the right 

of the people to be secure in their persons, houses, papers, and efects…”
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he U.S. Supreme Court decided its irst landmark privacy case interpreting the Fourth Amendment 

in 1965 in Griswold v. Connecticut.25 In Griswold, a married couple sued the State of Connecticut for a 

violation of their marital privacy. At that time, it was a state crime for a married couple to use any form 

of birth control. he Court found the law unconstitutional, recognized martial privacy in the bedroom, 

and established “zones of privacy,” or areas or locations that were protected from government intrusion.26

As the law evolved, so did the zone of privacy. Later court cases held, if a person has an expectation 

of privacy and society recognizes the expectation as reasonable, then the privacy zone might expand. 

For example, it is reasonable to expect that a public restroom will not include cameras or other 

recording devices.

he Fith Amendment stands for the proposition that no person shall be compelled to be a witness 

against him or herself. he familiar phrase that “you have a right to remain silent,” comes from the Fith 

Amendment. Corporations do not have this protection.

he last two Amendments that deal with privacy are the Ninth and Fourteenth. he Ninth Amendment 

states “[t]his enumeration shall not be construed to deny other rights retained by the people…” he 

reading of the Amendment is somewhat fuzzy, but the U.S. Supreme Court has broadly interpreted the 

Ninth Amendment to infer privacy protection in ways not detailed in the irst eight Amendments. his 

implies there are additional privacy rights not mentioned in the other Amendments.

he Fourteenth Amendment gives individuals privacy protection from state governments using the 

federal constitutional standards.

his leads us to several growing questions. For example, is it a violation of privacy for the federal 

government to monitor a person’s computer usage or cell phone conversations? How private are someone’s 

iles saved in the cloud? What are the privacy issues with wearable technology (such as Google Glass™) 

that can record and take photos? Alternatively, how can an individual’s privacy be protected as new 

technologies are created?

2.5 State Constitutions

he second source of privacy law involves state constitutions. It is common for a state to include the 

language of the federal Fourth Amendment in its constitution, and protect individuals from a state 

government’s invasion of privacy. However, many state constitutions go further and protect an individual’s 

privacy from the government in other areas, such as medical records, wiretapping, insurance information, 

school documents, credit data, inancial information, and privileged communications (i.e., attorney-client 

or physician-patient).
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2.6 Common Law Torts

he third source of privacy law is common law27 torts. 

A tort is a wrong of one person against another. Torts are not crimes. Instead, they involve civil disputes 

that oten result in litigation. A tort must have some sort of quantiiable damages for recovery. 

here are four main categories of privacy torts:

1. Intrusion upon seclusion (oten called intrusion);

2. Public disclosure of private facts that causing injury to one’s reputation;

3. Publicly placing a person in a false light; and

4. Misappropriation of a person’s name or likeness.

Figure 2-3 Used with permission

2.6.1 Intrusion

Intrusion upon seclusion (also called intrusion) is deined as “intentionally intruding, physically or 

otherwise, upon the solitude or seclusion of another or his private afairs or concerns.”28

hree elements must be present for intrusion to take place:

1. here must be an intent to intrude or the knowledge the intrusion was a violation;

2. he person being violated must have had a reasonable expectation of privacy; and 

3. he intrusion must be substantial and highly ofensive to a reasonable person.

Publication such as posting on the Internet is not a required element. 
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People in public places have little expectation of privacy. People engaging in public activities must assume 

they might be photographed or ilmed, or that what they say publicly might be recorded. 

Photographing or recording another person may constitute an intrusion upon seclusion. Photographing 

a couple kissing in a public venue would not invade their privacy, but photographing them in a hotel 

room would. he diference is the expectation of privacy: public versus private.

Defenses to the claim of intrusion include:

• hat you did not enter the person’s private property;

• hat the person gave you consent to enter their property;

• hat it is custom and usage that privacy is waived. his means, for example, if it is standard 

practice for a medic to respond to an emergency ire call and the medic enters a person’s 

home, a person could not allege intrusion if the homeowner did not expect the medic to 

accompany the ire department into the house.

Although property is being used here in the traditional sense (i.e., real estate), courts have expanded 

this tort to include electronic property rights.29 
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2.6.2 Public Disclosure of Private Facts

Public disclosure of private facts causing injury to reputation is deined as publicly disclosing or 

transmitting highly private or personal information about another that causes damage to their reputation. 

he private facts made public must be personally embarrassing facts. he information must be “highly 

ofensive to a reasonable person of ordinary sensibilities.”30

he elements that must be proven for this tort include:

1. An intent to communicate the facts;

2. he disclosure must be highly ofensive to a reasonable person;

3. he facts disclosed must be private or personal; and

4. he information must be communicated or publicized to a signiicant segment of the 

community.

Examples of Private Facts

• Information on a person’s medical condition (such as positive for HIV) posted on Facebook®

• Someone’s sexual history posted on a blog

• A viral video showing a person engaging in illegal drug use

Figure 2-4

Defenses to the claim include:

• he information was newsworthy;

• he party consented to the disclosure of the information;

• here existed a qualiied privilege;31 

• he information did not outrage the community’s notion of decency; 

• he event took place in public; or

• he information was a matter of public record. 

2.6.3 Publically Placing Another in a False Light

Publically placing another in a false light means “falsely connecting a person to an immoral, illegal, or 

embarrassing situation causing damage to their reputation.”32

here are two elements involved with a false light claim. First, it must be shown that “the false light 

would be highly ofensive to a reasonable person,” and second, that “the person committing the action 

had knowledge of, or acted in reckless disregard as to the falsity of the publicized matter, and the false 

light in which the other would be placed.”33
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he reasonable person standard is oten used in deining a wrong. It simply means the actions of the 

defendant is distasteful to the average person and to society in general.

False light publicity includes incorrectly attributing an opinion or statement to another person, suing 

someone and using his or her name without authorization, or using another person’s name on a petition 

without approval. his would include statements posted on the Internet, text messages, tweets, etc.

Some defenses to this tort would be:

• he individual was not identiied;

• he information came from a privileged source; 

• he information was not ofensive to a reasonable person; and

• A person consented.

False light and the tort of defamation are oten confused. Remember that false light involves hurting a 

person emotionally by embarrassing them. Defamation is an intentional false communication, either 

written (libel) or spoken (slander) that harms a person’s reputation (see Chapter Five). To prove false light 

the information must be “highly ofensive to a reasonable person.” To prove defamation, the information 

must “adversely harm a person’s reputation.” herefore, the threshold of proof is lower for defamation.

Truth is not generally a defense to false light lawsuits, whereas truth is a defense in defamation lawsuits.

2.6.4 Misappropriation of a Person’s Name or Likeness

Misappropriation (oten called appropriation) is deined as using the name, likeness, or identity of a 

living person, without their permission or consent, for commercial gain or advantage. For example, 

an advertising company uses a celebrity’s likeness or identity to sell a client’s product. If the celebrity 

did not consent to the use of their photo to endorse the merchandise, then a claim of misappropriation 

might exist.

An example of misappropriation occurred in 2010 involving President Obama and the outerwear 

company Weatherproof®. he company created a billboard ad using a photo of the President showing 

President Obama standing in front of the Great Wall in China wearing one of Waterproof ’s coats. he 

tagline of the ad said “A Leader in Style.” he company was asked by the White House to remove the 

billboard. he oicial White House response was “[i]t is misleading and suggests approval by the President 

or the White House, and the White House has a long-standing policy not allowing a President’s name 

and likeness to be used for commercial purposes.”34
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2.6.4.1 Limitations

A limitation on the tort of misappropriation occurs when there is no actual confusion. Consider voice 

misappropriation, for example. When a comedian imitates celebrities’ voices, everyone recognizes the 

imitation and no one is confused about the speaker’s identity. If there is no confusion, then there is no 

appropriated interest of the plaintif.

Figure 2-5 Used with permission
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Defenses to the claim of appropriation include:

• Newsworthiness;

• Consent; or 

• he individual was not identiied.

In most states, there are also diferent standards for a private person and someone in the public light 

(such as a celebrity). For example, a superstar could receive damages for the unauthorized use of their 

likeness, because the associated likeness has monetary value.

2.6.4.2 Examples

Meet Bobby B. and three diferent fact situations.

Scenario 1. Bobby B. is known as a straight shooter. However, one day Bobby drank excessively at a 

Pittsburgh Pirates baseball game at a company outing on company time and sponsored by his employer. 

Bobby was not known for being a heavy drinker, so the news spread quickly at work about his drunken 

behavior. he drinking took place in a public venue; hence, there was no expectation of privacy.

Scenario 2. Assume that Bobby B. got drunk at a bar in a red light district while vacationing overseas. 

Bobby B. tells his best friend Raymondo about his escapades. Raymondo makes a post on Ello™ about 

Bobby’s drunken escapades. Bobby’s behavior took place in a public venue; hence, there was no expectation 

of privacy.

Scenario 3. Ater a hard day at work, Bobby B. has one too many drinks while sitting alone in his 

backyard. His backyard is fenced in, and he cannot be seen unless someone intentionally peers over the 

fence. His nosy neighbor Jo peeks over the fence, observes Bobby B. drinking heavily, takes photos of 

Bobby with the empty beer bottles, and shares the pictures with everyone on the block. Is this a private 

or public venue? Is there an expectation of privacy in your fenced backyard? Many would say yes.

When you look at these factual situations, you will see that privacy is based on your physical location, 

whether the situation involved a private activity, and whether others were present. In addition, the privacy 

limits are clear. What if in scenario 2, a friend took a photo of Bobby B. in the bar and posted the photo 

on the Internet? Alternatively, what if Bobby B. posted a tweet describing his intoxicated state? What if, 

in Scenario 3, Bobby B. posted a private message on Facebook about his drinking, and posted a selie 

with a drink in his hand? What if a friend posts the photo on a public blog? Yes, all the rules must be 

rewritten in a 24/7 technological world.

2.7 Federal and State Laws

Both federal and state laws protect an individual’s privacy rights. Because each state will have its own 

set of privacy laws, this section will focus on key federal legislation in the privacy area.
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As you learn and read about federal privacy laws, it will be clear that Congress has not stayed current 

with the changes in technology. his inaction makes it more diicult for current laws to be efective.

Federal laws (also called statutes), are located in a set of books called the U.S. Code (also known as 

the U.S.C.). hey are categorized and organized into groupings called titles (e.g., Title 47). Each title 

represents a speciic subject. he laws are further broken down into groups called sections. Oten you 

will see the section symbol §, used to introduce the section of a federal law. For example, 47 U.S.C. § 551 

means the law is located in Section 551 of Title 47 in the United States Code. 

he following laws address signiicant privacy issues. Each will be discussed further in this chapter. 

hey include:

• Cable Communications Policy Act of 1984 – 47 U.S.C. § 521

• CAN-Spam Act of 2003 – 15 U.S.C. § 103

• Children’s Online Privacy Protection Act of 1998 – 5 U.S.C. § 6501 

• Computer Fraud and Abuse Act of 1986 – 18 U.S.C. § 1030

• Currency and Foreign Transactions Act of 1970 – 31 U.S.C. § 5311

• Electronic Communications Privacy Act of 1986 – 18 U.S.C. § 2510

• Fair Credit Reporting Act of 1970 – 15 U.S.C. § 1681

• Family Educations Rights and Privacy Act – 20 U.S.C. § 1232g

• Freedom of Information Act – 5 U.S.C. § 552

• Gramm-Leach-Bliley Act of 1999 – 15 U.S.C. § 6801

• Health Insurance Portability and Accountability Act of 1996 – 42 U.S.C. § 300gg and 29 

U.S.C § 1181 and 42 U.S.C. 1320d

• Privacy Act of 1974 – 5 U.S.C. § 552a

• Privacy Protection Act of 1980 – 42 U.S.C. § 2000aa

• Right to Financial Privacy Act of 1978 – 12 U.S.C. § 3401

• Telephone Consumer Protection Act of 1991 – 47 U.S.C. § 227

• Video Privacy Protection Act of 1988 – 18 U.S.C. § 2710

• USA Patriot Act35 (various)

2.7.1 Cable Communications Policy Act of 198436

Damages Available for Cable Communications Policy Act Violations37

• A monetary amount equal to the amount the subscriber has been damaged;

• The amount awarded can be no less than the higher of $1000 or $100 a day for 

each day the law has been violated;

• Punitive damages;

• Reasonable attorney fees; and

• Court costs.

Figure 2-6

http://www4.law.cornell.edu/uscode/html/uscode42/usc_sup_01_42_10_6A_20_XXV_30_A.html
http://www4.law.cornell.edu/uscode/29/ch18schIstBp7spA.html
http://www4.law.cornell.edu/uscode/29/ch18schIstBp7spA.html
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he Cable Communications Policy Act of 1984 is a law that created a “national policy concerning 

cable communications.”38 A portion of the law included language to protect the privacy rights of cable 

subscribers. 

hree major privacy requirements are included in the law. First, cable companies cannot reveal individual 

viewing preferences without the consent of the subscriber. Second, the law required cable companies 

to provide subscribers with a written notice about the company’s privacy practices and its process for 

collecting and distributing “personally identiiable information.” Last, the law required cable operators 

to provide this notice yearly. Civil monetary damages are available for a breach of privacy as detailed 

in Figure 2-6.

2.7.2 CAN-SPAM Act of 200339

Spam is the sending of an unsolicited email advertisement. he CAN-SPAM Act of 2003 prohibits 

deceptive practices in these types of emails. he law “bans false or misleading header information.” 

In addition, subject lines must be truthful, and the email must be identiied as an advertisement. he 

email must also include instructions how to opt out of future emails, and include a “valid physical postal 

address” in the message.40
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Example of a CAN-SPAM Act of 2003 Compliant Email

Figure 2-7 Used with permission
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CAN-SPAM Act – A Compliance Guide for Business41

Figure: 2-8

2.7.3 Children’s Online Privacy Protection Act of 199842

he Children’s Online Privacy Protection Act of 1998 (COPPA) prohibits the online collection of personal 

information about children under age 13 without parental consent.43

he law applies to operators of commercial sites targeted to (or those who knowingly collect information 

from) children under 13. COPPA requires these sites to have a “prominent statement link on their home 

page” to the website’s privacy practices. he law also requires the vendor to obtain veriiable parental 

consent before collecting personally identiiable information from children. Enforcement of the law is 

through the Federal Trade Commission (FTC) and Attorney General’s oice for each state.
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An example of protection under COPPA occurred in the 2002 case iled by the FTC against the Ohio 

Art Company, the makers of the well-known drawing toy Etch-A-Sketch toy. Speciically the FTC alleged 

that the Ohio Art Company:

…collected the names, mailing addresses, e-mail addresses, age, and date of birth from children 

who wanted to qualify to win an Etch-A-Sketch toy on their birthday. he FTC charged that 

the company merely directed children to “get your parent or guardian’s permission irst,” and 

then collected the information without irst obtaining parental consent as required by the law. 

In addition, the FTC alleged that the company collected more information from children than 

was reasonably necessary for children to participate in the “birthday club” activity, and that 

the site’s privacy policy statement did not clearly or completely disclose all of its information 

collection practices or make certain disclosures required by COPPA. he site also failed to 

provide parents the opportunity to review the personal information collected from their 

children and to inform them of their ability to prevent the further collection and use of this 

information, the FTC alleged.44

he lawsuit, iled in the U.S. District Court for the Northern Ohio, resulted in a settlement.45 he Ohio 

Art Company agreed to pay the Federal Trade Commission $35,000 for violating COPPA by collecting 

personal information on children on its website without the proper parental permission.46
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(NOTE: COPPA is not the same law as COPA. COPA or the Children’s Online Privacy Act is an anti-

pornography declared unconstitutional and unenforceable by the U.S. District Court in 2007 and airmed 

by the hird Circuit Court of Appeals in 2008.)

Figure 2-947
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2.7.4 Computer Fraud and Abuse Act of 198648

he Computer Fraud and Abuse Act (CFAA) is oten referred to as “the federal anti-hacking law.” It 

sanctions criminal penalties for a person accessing a computer without authorization or exceeding their 

authorization. In 1994, the law was amended to provide also for civil penalties.49 

A key provision of the CFAA protects data stored in computers owned by or beneiting the U.S. 

government. he law also prohibits access to consumer information located in the records of a inancial 

institution or of a consumer-reporting agency. 

Activities Considered CFAA Violations

• Obtaining national security information;

• Compromising conidentiality;

• Trespassing in a government computer;

• Accessing to defraud and obtain value; 

• Damaging a computer or information;

• Traicking in passwords; or

• Threatening to damage a computer.

Figure 2-10

he law is oten criticized as being broadly written without clear deinition of what constitutes crimes 

under the statute. It is an example of a law that has not been revised to relect changes in technology.50 

he USA PATRIOT Act51 increased the scope and penalties of this law and irst time ofenders are now 

subject to imprisonment of 10 years.52

2.7.5 Currency and Foreign Transactions Reporting Act of 197053

he Currency and Foreign Transactions Reporting Act of 1970 (also known as the “Bank Secrecy Act” 

or “BSA”), is a key money laundering statute in the United States. his law makes a federal crime to take 

the proceeds of an illegal activity and legitimize those funds, or to use secret bank accounts for criminal 

purposes. One of the most well known requirements of the law is the compulsion of businesses and 

inancial institutions to report to the U.S. Treasury any cash transaction over $10,000, or any suspicious 

inancial activity.54 his information provides law enforcement with evidence to investigate and prosecute 

currency violations. Under the BSA, companies and banks receiving these large funds are also required 

to maintain strict business records.55

2.7.6 Electronic Communications Privacy Act of 198656 

he Electronic Communications Privacy Act of 1986 (ECPA) is a combination of several laws. It includes 

the federal Wiretap Act57 (Title I of the ECPA), the Stored Communications Act58 (Title II of the ECPA), 

and the Pen-Register Act59 (Title III of the ECPA). 
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According to the U.S. Department of Justice, the ECPA “protects wire, oral, and electronic communications 

while those communications are being made, are in transit, and when they are stored on computers. he 

Act applies to email, telephone conversations, and data stored electronically.”60

Exceptions to those required to comply with the ECPA include:

• Internet service providers (ISPs) other operators needing to access protected information in 

the “ordinary course of business”; 

• Prior consent;

• Law enforcement or government oicials authorized by law; or

• A probable cause search warrant issued by a federal court.

2.7.7 Fair Credit Reporting Act of 197061

he Fair Credit Reporting Act of 1970 (FCRA) ensures consumer access to credit reports and scores. 

Additionally, consumers must be notiied if they are denied credit because of negative information in their 

credit report. If incomplete or inaccurate information is included in a credit report (such as caused by 

identity thet), an individual may dispute that information, and the credit-reporting agency must correct 

or delete that incomplete information or data that cannot be veriied. Consumers can also restrict the 

sharing of their credit reports to their employers.62
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he law was amended in 2003 by the Fair and Accurate Credit Transaction Act (FACTA),63 and also 

requires the national credit reporting companies upon request, to provide a consumer with a free copy 

of their credit report every 12 months.

2.7.8 Family Educational Rights and Privacy Act64

Congress passed FERPA (known as the Family Educational Rights and Privacy Act) in 1974 to protect 

the privacy and accuracy of student educational records. Under this law, student educational records 

are conidential and may not be released without written consent. If a student is under the age of 18 

and enrolled in a public school district, the student’s parents or legal guardian may enforce the student’s 

privacy rights under FERPA. Once a student turns 18, or is under 18 and enrolled in a higher education 

institution, all FERPA rights belong to the student.65

he law applies to all educational agencies and institutions who receive funding under any program 

administered by the U.S. Department of Education. his would include public K-12 school districts, 

community colleges, and four-year institutions. Private institutions rarely receive federal funds, and 

would not be required to follow FERPA guidelines.66

he law grants a parent or student the right to:

1. Review the information that the institution is or have maintained about the student;

2. Seek to amend those records and if appropriate, append a statement to the record;

3. Consent to disclosure of his/her records; and

4. File a complaint with the Family Policy Compliance Oice of the U.S. Department of 

Education.67

Any records maintained by an institution directly related to a student are an educational record under 

FERPA.68 However, some information, such as directory information, is deemed public and can be released 

without permission. his is information not regarded harmful or an invasion of privacy if disclosed, 

and it is oten available in online student directories. However, the controlling person has the optional 

to keep directory information private upon notiication to the educational institution.
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Exclusions Under FERPA69

Figure 2-11

2.7.9 Freedom of Information Act, 196670

Figure 2-1271

he Freedom of Information Act (FOIA) is a 1966 federal law that gives individuals the right to access 

public information, and in particular federal agency records. Not all records can be requested under 

FOIA. he law restricts the release of records referred to as exclusions and exemptions. Congress has 

provided special protection in the FOIA for three narrow categories of law enforcement and national 

security records. he provisions protecting those records are known as “exclusions.” Records falling within 

an exclusion are not subject to the requirements of the FOIA.72 “Certain categories of information are not 

required to be released in response to a FOIA request because release would be harmful to governmental 

or private interests.” hese categories of information are known as “exemptions.”73 (See Figure 2-13)
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Federal Records Exempt Under FOIA74

• Records kept secret in the interest of national security and classiied secret by a Presidential Executive Order;

• Records that relate to the internal personnel rules and practices of a federal agency;

• Records exempted by federal law;

• Information containing trade secrets and commercial or inancial information that is privileged or 

conidential;

• Agency documents that would only be available through litigation;

• Personnel and medical iles that would be a personal privacy violation; and

• Records or information compiled for law enforcement purposes.

Figure 2-13

2.7.10 Gramm-Leach-Bliley Act of 199975

his federal law instituted inancial services privacy reform in the United States. It protects the privacy of 

consumers by requiring inancial institutions to provide customers with written notice of the company’s 

privacy policies and practices. he Gramm-Leach-Bliley Act (GLBA) also limits the disclosure of 

nonpublic personal information about customers to third parties and allows consumers the ability to 

“opt out” of third party disclosure.76
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he law deines a consumer as an individual who obtains a inancial product or service from a inancial 

institution used primarily for personal, family, or household purposes.77 It describes a inancial 

institution as an organization “signiicantly engaged in inancial activities,” including lending, exchanging, 

transferring, investing, or safeguarding money or securities.78 It also includes issuing vendor credit cards, 

such as MasterCard, American Express, and Visa. Banks, credit unions, insurance companies, and savings 

and loans also qualify as a inancial institution.79

2.7.11 Health Insurance Portability and Accountability Act of 199680 

he Health Insurance Portability and Accountability Act (HIPAA) provides privacy protection for 

“individually identiiable” information contained in health care related records collected and used 

by medical care providers.81 HIPAA requires health care suppliers (such a doctors, hospitals, and 

pharmacies) who collect medical information about patients to provide the consumer with a “Notice 

of Privacy Practices” that describes the personal information being collected and how the information 

is used.82 Under HIPAA, patients are required to sign a form stating they have received a copy of their 

privacy practices when they seek medical treatment.83 he U.S. Oice for Civil Rights enforces HIPAA 

privacy rules.

2.7.12 Privacy Act of 197484

he Privacy Act of 1974 established guidelines for federal agency disclosure of records and documents 

that contain personal information.85 Personal information, such as name, photo, ingerprints, etc. cannot 

be released by the federal agency without the consent of the individual. he law, however, applies only to 

a “system of records.”86 he law deines a system of records as “a group of any records under the control 

of any agency from which information is retrieved by the name of the individual or by some identifying 

number, symbol, or other identifying particular assigned to the individual.”87 Exceptions to release include 

a court order, a valid search warrant, or health and safety exceptions.88

Each federal agency is required to publish in the Federal Register   89 the type of records under its control, 

their physical location, and the procedures for the release of such records.90

Under the law, individuals also have the right to request changes to “records that are not accurate, 

relevant, timely, or complete.”91 
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2.7.13 Privacy Protection Act of 198092

his law prohibits law enforcement oicers from illegally searching and seizing information from people 

who disseminate information to the public. he law is primarily intended to protect journalists and news 

reporters. his Act further requires police seek a search warrant to seize any work product created by 

journalists and news reporters “reasonably believed to have a purpose of dissemination to the public.”93 

Dissemination could be in a newspaper, book, television broadcast, an Internet video, or other similar 

form of public communication.94

2.7.14 Right to Financial Privacy Act of 197895

Under the Right to Financial Privacy Act of 1978, the federal government is required to obtain a search 

warrant to access bank and inancial records of individuals and companies (except in situations falling 

under the USA Patriot Act96). he Patriot Act exception allows the disclosure of inancial information 

to any intelligence or counterintelligence agency actively investigating international terrorism.97 

his law was a reaction to the case of United States v. Miller, 425 U.S. 435 (1976),98 in which the Court 

held that customers did not have a right to privacy for their inancial records.

2.7.15 Telephone Consumer Protection Act of 199199

he Telephone Consumer Protection Act of 1991, or TOPN, directs the Federal Communications 

Commission (FCC)100 to establish regulations concerning telemarketing activities related to telephone 

solicitations and automatic dialers.101 he FCC rules require anyone making a telephone solicitation 

call to provide his or her name, the name of the person or entity on whose behalf the call made, and a 

telephone number or address at which that person or entity can be contacted.102

TOPN provides that solicitors cannot use automatic dial telephone solicitations if the called person 

is charged, or send unsolicited advertisements to fax numbers. Additionally, vendors cannot make 

unsolicited telemarketing calls to police, ire, or other emergency numbers.103

2.7.16 Video Privacy Protection Act of 1988104

he Video Privacy Protection Act (VPPA) expanded the Cable Communications Privacy Act to restrict 

the disclosure of personally identiiable information for video rentals. he VPAA could also apply to the 

rental of games or movies over the Internet.105

he VPPA was passed ater the video rentals of a U.S. Supreme Court Justice Nominee, Robert Bork 

were disclosed to the public.106

2.7.17  Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept 
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and Obstruct Terrorism Act of 2001 (USA PATRIOT ACT)107

he USA Patriot Act was enacted in response to the terrorist attacks on the United States that took place 

on September 11, 2001. he law was passed to deter and punish terrorist acts in the United States and 

abroad.108 According to the U.S. Department of Treasury, the goals of the law are:

• To strengthen U.S. measures to prevent, detect and prosecute international money 

laundering and inancing of terrorism;

• To subject to special scrutiny foreign jurisdictions, foreign inancial institutions, and classes 

of international transactions or types of accounts that are susceptible to criminal abuse; 

• To require all appropriate elements of the inancial services industry to report potential 

money laundering; 

• To strengthen measures to prevent use of the U.S. inancial system for personal gain by 

corrupt foreign oicials and facilitate repatriation of stolen assets to the citizens of countries 

to whom such assets belong.109

Critics of the law argue that the law is too broad and authorizes unnecessary surveillance of U.S. citizens. 

In 2011, Congress passed a four-year extension of three expiring Patriot Act provisions, keeping intact 

the all surveillance provisions.110
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2.8 Administrative Agency Rules and Regulations

Several federal agencies are involved in investigating violations of federal privacy laws. hese include the 

Federal Trade Commission, the U.S. Department of Education, the U.S. Department of Justice, and the 

U.S. Department of Treasury. hese agencies publish rules and regulations related to the enforcement 

of privacy laws that found in the Code of Federal Regulations (CFR).111 

2.9 Summary

Privacy law in the United States is developed from ive diferent sources: 1) the U.S. Constitution 

and Amendments, 2) state constitutions, 3) common law torts, 4) federal and state statutes, and 

5) administrative agency rules and actions. 

here is no express constitutional right to privacy, but the U.S. Supreme Court has held that privacy is 

a derived right. In addition, he Fourth, Fith, Ninth, and Fourteenth Amendments are sources for this 

implicit right.

Invasion of privacy is a common law tort. his invasion can consist of intrusion, public disclosure of 

private facts, appropriation of name or likeness, or false light in the public eye.

Intrusion means intruding on a person’s privacy, solitude, or seclusion. he intrusion can be physical 

by entering onto someone’s property or by electronic or mechanical means. he tort does not require 

publications and the intrusion be ofensive to a reasonable person.

Public disclosure of private facts involves the publications of private and embarrassing facts unrelated to 

matters of public concern. he disclosure of the private facts must be widespread. herefore, information 

placed on the web can easily meet the disclosure requirement.

Appropriation of name or likeness occurs when someone’s name, likeness, or identity is used for 

advertising or trade without the person’s consent.

False light in the public eye exists when someone makes a false or misleading, highly ofensive statement 

and creates a false impression to the public.

Remember that, for compliance, privacy law torts are based on common law and the precise requirements 

will vary from state to state. 

Federal privacy laws were also reviewed in this chapter. hese laws cover a variety of types of information 

including health, inancial, and educational records.
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2.10 Key Terms

Cable Communications Policy Act 

of 1984

CAN-SPAM Act of 2003

Children’s Online Privacy Protection 

Act of 1998

Computer Fraud and Abuse Act 

of 1986

Currency and Foreign Transactions 

Act of 1970

Derived right

Electronic Communications Privacy 

Act of 1986

Fair Credit Reporting Act of 1970

Family Educations Rights and 

Privacy Act

Fifth Amendment

Fourth Amendment

Freedom of Information Act 

Gramm-Leach-Bliley Act of 1999

Health Insurance Portability and 

Accountability Act of 1996

Implied right

Intrusion upon seclusion

Misappropriation of a person’s 

name or likeness

Ninth Amendment

Privacy Act of 1974

Privacy Protection Act of 1980

Public disclosure of private facts

Publically placing a person in a false 

light

Right to Financial Privacy Act of 1978

Telephone Consumer Protection Act 

of 1991

Video Privacy Protection Act of 1988

USA Patriot Act

2.11 Chapter Discussion Questions

1. What are the two major threats to privacy?

2. What are the ive main sources of privacy law?

3. What is the diference between an express right and a derived right?

4. What is the signiicance of the case Griswold v Connecticut (1965) to privacy law?

5. What are the four main common law torts that address privacy law?

6. What is the diference between public disclosure of private facts and publically placing 

another in a false light?

7. Describe the CAN-SPAM Act of 1984.

8. Describe the Computer Fraud and Abuse Act of 1986.

9. How is FERPA important to a college student?

10. What is the diference between the Privacy Act of 1984 and the Privacy Protection Act of 

1980?

2.12 Additional Learning Opportunities

he Electronic Privacy Information Center <http://www.epic.org>, describes itself as “is an independent 

non-proit research center in Washington, DC. EPIC works to protect privacy, freedom of expression, 

democratic values, and to promote the Public Voice in decisions concerning the future of the Internet.”112 

Its website includes information on emerging privacy issues.
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2.13 Test Your Learning

1. Which of the following is not a source of privacy law?

A. he U.S. Constitution

B. he English Constitution

C. State constitutions

D. Federal statutes

E. State statutes

2. his Amendment to the U.S. Constitution is a safeguard against unreasonable searches and 

seizures:

A. 2nd 

B. 4th

C. 5th 

D. 9th 

E. 14th 
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3. What is a tort?

A. A criminal case brought by the U.S. government against another private party for a 

wrong of one person against another.

B. A criminal case brought by a state government against another private party for a wrong 

of one person against another.

C. A civil case brought by the U.S. government against another private party for a wrong of 

one person against another.

D. A civil case brought by a state government against another private party for a wrong of 

one person against another.

E. A civil case brought by a private party against another private party for a wrong of one 

person against another.

4. Betsy accesses Kurt’s bank account online without his permission. She simply views the 

information, and she does not attempt to access any funds from the account. Betsy’s actions 

could constitute which of the following torts?

A. intrusion

B. misappropriation causing injury to a person’s reputation

C. negligent use of a computer

D. public disclosure of public facts

E. publically placing a person in a false light

5. Will a U.S. Court issue a warrant to search person’s Facebook® account without his or her 

knowledge?

A. No. he information is private and Facebook cannot be required to provide the 

information.

B. Maybe. he information is private and Facebook and can only be retrieved with a court 

order from the U.S. Attorney General.

C. Yes. he information is private; however, Facebook must give the information to law 

enforcement oicials if Facebook has been served with a court order,

D. he information is always public and no warrant is ever needed.

6. Allie Kat keeps getting unsolicited text messages on her iPhone® from the Astro Modeling 

News. She has never done business with the company. his is a potential violation of what 

law?

A. Electronic Communications Privacy Act of 1986

B. Privacy Act of 1974

C. Privacy Protection Act of 1980

D. Right to Financial Privacy Act of 1978

E. Telephone Consumer Protection Act of 1991
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7. C.B. is 6 ½ years old. He is very intelligent for his age and some might place his IQ at genius 

level. He decides to create a LinkedIn® account, but the application does not contain a 

certiication clause that the user is over 13. LinkedIn is

A. violating COPPA because it failed to include a provision notifying parents of its privacy 

practices.

B. violating COPPA because it does not allow parents the ability to verify the personal 

information from its website.

C. violating COPPA because it does not have procedures in place to protect the 

conidentiality of the personal information collected.

D. not violating COPPA because LinkedIn is not a website directed to children under 13.

8. In reviewing the privacy policy for MEK Investments, Bobby inds a provision that states, 

“your data will be absolutely safe.” his statement

A. sets the company up for a lawsuit, as it is next to impossible to make that guarantee.

B. is a perfectly acceptable provision to include in a privacy policy.

C. violates the Online Personal Privacy Act.

D. fails to comply with federal law, as it does not state what type of personally identiiable 

information is being collected.

9. Which of the following is an incorrect statement?

A. Each state many have its own privacy laws.

B. Foreign laws may apply in certain circumstances in the U.S.

C. he greatest threat to privacy may come actually come from an individual person himself 

or herself.

D. None of these are correct.

E. All are correct.

10. he Privacy Protection Act (PPA) allows law enforcement agencies:

A. to seize books and newspapers that threaten First Amendment rights.

B. to seize materials from electronic publishers so long as Fourth Amendment requirements 

are met 

C. both a and b

D. none of the above

Test Your Learning answers are located in the Appendix.
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